Dear (In-Country Host Nation Point of Contact):

     The Defense Security Cooperation Agency (DSCA) is establishing a website known as the Security Cooperation Information Portal (SCIP).  This portal will enable Foreign Military Sales (FMS) customers and DoD personnel to view FMS case data from a tri-service perspective and perform such functions as submitting requisitions and Supply Discrepancy Reports on-line.  Before the development of the SCIP, this kind of data was available only by individual U.S. Military Department (MILDEP) and there was no method for the FMS customers to view all of their case data from the systems of all three MILDEPs in one view.  Now, SCIP users will be able to view the data contained in those systems on-line via a web-browser.

     International customers will only have access to data that is pertinent to their country and that they are authorized to view and to transaction sets that they are authorized to input.  DSCA will empower each country to specify what portion of its data will be available to each of its users and those transactions that each user can enter.  For each SCIP user, the country will annotate its preferences on a SCIP enrollment form that will be submitted to DSCA for review.  After checking each form for errors, DSCA will activate the requested access.  DSCA will safeguard each country’s data by restricting access on the basis of country and defined user roles. The SCIP will permit the user to select how to view the data in customized reports and will allow for changes to that view, more detailed views, or export of the data into EXCEL spreadsheets.

     Users who are foreign nationals or US citizens working for customers (e.g. in an embassy in Washington) will be required to have an identification device called a “Token” for the SCIP.  This token will be a commercial product known as a “RSA SecurID Card”.   The card contains a clock that produces a new six-digit random number every minute.  The users must type in the random numbers after their passwords.  No special user equipment is required other than Internet access and a relatively recent version of a Microsoft browser.  DSCA intends initially to furnish a small number of tokens to each country.  If the SCIP is successful, we will expand the quantity.  Countries will be able to purchase tokens beyond their allocation via FMS procedures. 

     Request you reply to DSCA by 31 July 2003 with your designation of a Host Nation (HN) Token Administrator and alternate whose duties will be to receive and account for tokens,

distribute them to HN personnel, to identify to DSCA the permissions required by each HN user on the SCIP, and to serve as the authorizing agent if passwords need to be reset.  While the HN may designate users in each of its armed services, there must be a single overall HN Token Administrator responsible for communicating with DSCA.   This designation must be on official national letterhead and include the signature and title of the designating official in addition to the signatures and contact information of the  HN Token Administrator and alternate.  An attachment to this letter is enclosed providing suggested wording for your reply.  Please note that the signature of the latter two designees will serve as the basis for user permissions to be entered into the SCIP and will be retained on file in DSCA for that purpose.  Please note that the HN Token Administrator may be assigned to the HN’s embassy in Washington D.C. if appropriate.  Communications will be via email, telephone, or facsimile.

     Once the HN Token Administrators have been designated, DSCA will ship the tokens to the Security Assistance Organization (SAO) Chief or Defense Attaché (DATT)  or Foreign Service Officer (FSO) who will obtain a signed receipt from the HN Token Administrator and forward the receipt to DSCA.  This assumes the HN Token Administrator is located in-country.  If the HN Token Administrator is in Washington D.C., then DSCA will make the delivery, obtain the receipt, and inform the SAO Chief or DATT or FSO.

     We expect that users will find the SCIP a welcome innovation and useful addition for managing FMS cases, lines, requisitions, and Supply Discrepancy Reports.  Please send questions, comments, or suggestions via e-mail to Mr. Brent Pearlstein at brent.pearlstein@dsca.mil, commercial (703) 601-3748.  


Sincerely,

                  (Signature of the SAO Chief)

                 Signature Block of the SAO Chief

