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C3. CHAPTER 3

TECHNOLOGY TRANSFER AND DISCLOSURE
C3.1. TECHNOLOGY TRANSFER

DoD Directive 2040.2 (reference (u)) requires that the Department of Defense treat defense-
related technology as a valuable, limited national security resource and apply export controls to
its release. Table C3.T1. summarizes the DoD technology transfer policies implemented through
strategic trade licensing, munitions licensing, and the Foreign Military Sales (FMS) processes.

Table C3.T1. DoD Technology Transfer Policies

DoD Technology Transfer Policies
Manage transfers of technology, goods, services, and munitions consistent with United States (U.S.)

1 foreign policy and national security objectives.

2 Control the export of technology, goods, services, and munitions, which could prove detrimental to
U.S. security interests.

3 Limit transfers of advanced design and manufacturing know-how to those that support specific
national security objectives.

4 Facilitate the sharing of technology only with allies and nations that cooperate in safeguarding the

technology and reciprocate in sharing such technology.
5  Seek to strengthen foreign procedures to protect sensitive and defense related technology.
Comply with the National Disclosure Policy (NDP) in cases involving the release of classified

6 military information.

7 Ensure that the requirements of DoD Directive 5230.24, DoD Directive 5230.25, and DoD 5200.1-R
(references (v), (w), and (x)) are adhered to regarding Controlled Unclassified Information (CUI).
Ensure that transfers of munitions and services technology receive special scrutiny, taking into

8 account the importance of arms cooperation with North Atlantic Treaty Organization (NATO) and

other close friends and allies, potential third party transfers, and the protection of advanced military
operational capabilities.

C3.1.1. Technical Data

C3.1.1.1. Definition of Technical Data. The International Traffic in Arms Regulations
(ITAR) (22 CFR parts 120 — 130 (reference (n))) defines technical data as: information, other
than software that is required for the design development, production, manufacture, assembly,
operation, repair, testing, maintenance, or modification of defense articles including blue prints,
drawings, photographs, plans, instructions, and documentation; classified information relating to
defense articles and services; information covered by an invention secrecy order; and software,
as defined in the 22 CFR part 121.8(f) (reference (n)), directly related to defense articles.
Technical data does not include information concerning general scientific, mathematic, or
engineering principles commonly taught in schools, colleges and universities, or information in
the public domain. Technical data does not include basic marketing information on function,
purpose, or general system descriptions of defense articles.

C3.1.1.2. Release Of Technical Data. Releasability of technical data is considered in the
same manner as other potentially sensitive parts of the program. In accordance with 22 CFR part
124.2 (reference (n)), the release of technical data is limited to the provision of training in basic
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operations and maintenance of defense articles lawfully exported. This specifically excludes the
release of technical data for training in support of intermediate and depot level maintenance.
Release in support of intermediate and depot level maintenance must be reviewed to ensure that
the Technical Data Package (TDP) does not contain information that can be used for design,
development, or production of an item. Controlled Unclassified Information (CUI) is exempt
from public disclosure under 5 U.S.C. 552 (reference (y)) (Freedom of Information Act) (see
paragraph C3.4.1.) and must be reviewed in foreign disclosure channels before release to foreign
Governments or international organizations.

C3.1.1.2.1. Release of USG Owned Technical Data. The USG either owns or has the
legal right to use defense-related technical data. USG owned TDPs are released under FMS
procedures and only in support of a specifically defined, lawful, and authorized USG purpose.
The Letter of Offer and Acceptance (LOA) must cover the full cost of preparation, reproduction,
and handling of technical data.

C3.1.1.2.2. Release of Privately Owned Technical Data. When private ownership
exists, foreign representatives normally request the data through commercial channels. Release
is subject to export licensing requirements. If the DoD Components release such information
under a Security Assistance program, the data must be properly marked and the owner must
authorize release. The Letter of Offer and Acceptance (LOA) must cover the full cost of
preparation, reproduction, and handling of technical data.

C3.1.1.3. Requests for TDPs. TDP requests must specify if the TDP is for use in
operating and maintaining U.S.-origin defense equipment; for study purposes to determine if a
request for production authorization will be submitted; or for production of the defense article or
component(s) or follow-on development or improvement of an item of U.S. equipment (or
derivations thereof). The LOA must identify the purpose for which the TDP is provided. See
Chapter 5, Table C5.T5. for exact note placement and wording.

C3.1.1.4. Sale of TDPs for Operation and Maintenance (O&M). TDPs are sold for O&M
only if the Implementing Agency verifies that the article was provided to the purchaser through
authorized transfer and there is no other viable means of maintaining the U.S.-origin equipment.
The Implementing Agency provides the LOA (or other documentation that validates the
authorized transfer of the U.S.-origin equipment) and Table C3.T2. information to the release
and disclosure authority for use in making a release determination. If the proposed release
involves classified information or CUI, the decision must be approved by a Designated
Disclosure Authority appointed pursuant to DoD Directive 5230.11 (reference (h)). A standard
note is included in LOASs that contain O&M TDPs. See Chapter 5, Table C5.T5. for the LOA
note wording.
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Table C3.T2. Data Sheet for TDPs Transferred for Operations and Maintenance

Data Sheet for TDPs Transferred for Operations and Maintenance (O&M)

1 Nomenclature of hardware, major end item, or component, as applicable

2 Major assemblies or components in TDP having USG patent or other proprietary rights not releasable
without prior approval

3 Statement as to whether the TDP requirement would be met by means of pertinent DoD instructions,

maintenance manuals, or other similar publications

In-country inventory of major end items requiring maintenance support from the requested TDP
Current status of DoD maintenance capability (e.g., is there an excess depot level capability at the DoD
facility?)

Estimated date by which USG repair parts support terminates

Security classification of the TDP

Identify any classified information or CUI

Verification of legal rights to release the TDP for this purpose

The DoD Component recommendation on releasing the TDP

Attach copy of pertinent correspondence with purchaser
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C3.1.1.5. Sale of TDPs for Study or Production. TDPs are offered for study only when
the Department of Defense is prepared to release the TDP for production. If an article is in
limited supply or if foreign production would adversely impact the U.S. mobilization base,
requests for TDPs for study or production are normally denied. The Implementing Agency
provides the LOA and Table C3.T3. information to the release and disclosure authority for use in
making a release determination. If the proposed release involves classified information or CUI, a
Designated Disclosure Authority appointed pursuant to DoD Directive 5230.11 (reference (h))
must approve the decision. Standard notes are included in LOAs that contain TDPs for study or
production. See Chapter 5, Table C5.T5. for the wording of these notes.

Table C3.T3. Data Sheet for TDPs Transferred for Study or Production

Data Sheet for TDPs Transferred for Study or Production
Nomenclature of defense article to be studied or produced
Quantity to be produced by, and production schedule of, the requesting Government
Use of article to be produced, with names of third country purchasers if for third country sale
Stock on hand, show separately any quantity beyond approved acquisition objective
U.S. and foreign production history for last 5 years
Production plans (a) underway, (b) approved, and (c) proposed
Estimated date by which USG repair parts support terminates
Known U.S. source(s) of supply
9 USG cost of the article
10 Security classification of the TDP and of the article to be produced
11 Other countries authorized to produce the article
12 Anticipated impact of TDP sale on U.S., FMS, or other programs
13 Whether production recipients previously obtained the article and quantities obtained
14 Verification of legal rights to release the TDP for this purpose
15 TDP elements having patent or other proprietary rights not releasable without prior approval
16 Whether TDP requirement could be met by maintenance manuals or other publications
17 The DoD Component recommendation regarding release of the TDP
18 Attach copy of pertinent correspondence with purchaser
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C3.1.1.6. Revisioning Services. After TDPs have been approved for transfer, revisioning
services can be offered. Revisioning services may appear as a separate line item on the LOA
transferring the TDP or they may be offered on a separate LOA. Revisioning services require a
unique LOA note shown in Chapter 5, Table C5.T5. If previous TDP transfer notes on the case
require updating, the revisioning services LOA must contain the complete provisions required
for initial TDP transfer.

C3.1.1.7. Restrictive Markings on TDPs. Implementing Agencies must ensure the TDP
includes markings showing the rights of use authorized and not authorized, the security
classification, and other restrictions. Each separate part of the technical information including
drawings and aperture cards are marked. If individual part marking is not possible, TDP cover
information provides the restrictions. DoD Directive 5230.24 and DoD Directive 5230.25
(references (v) and (w)) provide DoD policy and procedures for marking and handling export-
controlled technical data that are critical technology. Technical data so marked constitute CUI.

C3.1.1.8. TDPs Related to Defense Articles Manufactured by Watervliet Arsenal. See
Chapter 4, paragraph C4.3.10. for information on these items.

C3.1.2. Foreign Manufacture. Foreign manufacture of U.S. equipment benefits the United
States when it strengthens friendly defense forces, improves U.S. defense relationships, or
enhances interoperability. It may also benefit the United States when it is advantageous to assist
in maintaining the purchaser’s defense industrial base or in improving general defense
capabilities by means of collaborative defense programs. Program implementation can be
through an FMS case that provides the purchaser with technical data and authority necessary to
operate and maintain or manufacture the defense article. Implementation can also involve an
international agreement (such as for cooperative development) or an LOA and complementary
international agreement in the form of a Memorandum of Understanding (MOU) or a
Memorandum of Agreement (MOA). (See DoD Directive 5530.3 (reference (aa)).) A program
specific MOU or MOA is the preferred method when there is no General Security Agreement
with the purchaser. Sample security language for a program specific MOU or MOA is provided
at Figure C3.F1.
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Figure C3.F1. Sample Text for a Program-Specific Security Agreement

When there is no General Security of Information Agreement or General Security Military Information Agreement
with a purchasing government, a program specific security agreement will contain the provisions described below, at
a minimum. The agreement must be approved by the Office of the Deputy Under Secretary of Defense for
Technology Security Policy and National Disclosure Policy (DUSD(TSP&NDP))) prior to discussion with the
purchasing government. Any modification to the text during negotiation must be approved by the
DUSD(TSP&NDP). Once the terms set forth in the agreement are agreed upon, the DUSD(TSP&NDP) shall sign or
delegate authority to sign the agreement.

1. The first paragraph shall contain a reference to the pertinent Letter of Offer and Acceptance, citing the Case
Designator, and indicate that the agreement takes precedence. For example: This security agreement between the
Department of Defense of the United States of America and the Ministry of Defense of the Government of [insert
the country] (hereafter, “the Parties”) establishes the terms and conditions by which classified information and
material related to the [insert system] to be sold to the Government of [insert the country] under Letter of Offer and
Acceptance [insert Case Designator] will be protected. In the case of any difference in interpretation between the
terms of Letter of Offer and Acceptance [insert Case Designator] and this Agreement, the terms of this Agreement
will govern. The Parties hereby agree as follows:

2. Definitions:
a. Information - Knowledge in any form (i.e., in oral, visual or material form).

b. Classified Information - Information that has been determined to require protection in the interests of
national security and is marked with a classification designation by the country that originated the information
(e.g., Top Secret, Secret, Confidential, or Restricted).

c. Material - Tangible matter, such as documents, equipment, photographs, magnetic tapes, computer disks, or
other tangible matter that my contain information.

d. Facility - Physical location, such as a building or compound.
e. Disclose/Disclosure - Providing of information in any form (i.e., oral, visual, or material).
f.  Release - Disclosure of information in material form (e.g., documentary form).

3. Classified information and material shall be transferred through official government channels or through other
channels that may be agreed upon in writing by the responsible security officials of the Parties. When a transfer of
classified information or material is executed, a Transportation Plan shall be prepared to describe security
requirements and arrangements for each segment of the transfer, from the point of origin to the ultimate destination.

4. Each Party shall take all lawful steps available to it to ensure that classified information and material provided
or generated pursuant in connection with the sale of the (cite system) shall be protected from compromise or further
disclosure unless such disclosure is authorized by the Party that provided the information or material. Accordingly,
each Party shall:

a. The recipient Party will not disclose or release or authorize the disclosure or release of the information or
material to any government, person, firm, organization, or other entity of a third country, or to any firm,
organization or entity that is owned or controlled by a third country person or entity, without the prior written
consent of the Party that provided the information or material.
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Figure C3.F1. Sample Text for a Program-Specific Security Agreement (cont)

b. The recipient Party shall not use or permit the use of the classified information or material for any purpose
other that for which it was provided pursuant to Letter of Offer and Acceptance [insert Case Designator]
without the prior written consent of the Party that provided the information or material.

c. The recipient Party will provide security protection for the classified information or material in a manner
that is no less stringent than the protection provided to its own classified information and material of an
equivalent security classification level.

5. Prior to the disclosure or release of any classified information or material provided or generated under Letter of
Offer and Acceptance [insert Case Designator] to a person or a facility within its territory, consistent with paragraph
4.a., above, the recipient Party shall:

a. Ensure that any facility (governmental or commercial) to which the information or material may be
provided has the capability to protect the information or material and the responsible person at the facility has
executed a written contractual arrangement under which the person agrees to provide such protection.

b. Ensure that all persons who will be authorized to have access to the information or material have been
determined to be qualified for access to classified information, have an official need for such access, and have
been informed of their responsibilities for protecting the information or material.

c. Appoint a person at each facility that will have access to the classified information or material who will be
responsible for ensuring the proper protection of the information or material.

d. Conduct periodic inspections of all facilities that will have access to the information or material and ensure
that the information or material is properly protected.

6. Each Party shall report to the other Party any loss or compromise, or potential loss or compromise, of classified
information or material provided or generated under Letter of Offer and Acceptance [insert Case Designator].

7. Any visit by representatives of either Party to the territory of the other Party related to Letter of Offer and
Acceptance [insert Case Designator] shall be submitted through government channels in compliance with the visit
procedures of the country that will host the visit. Visitors shall be required to protect any classified information or
material disclosed or released during the visit in compliance with this Agreement.

8. Each Party shall accept visits by security officials of the other Party, when mutually convenient, to review the
requirements set forth in this Agreement.

9. This agreement shall remain in force as long as classified information or material provided or generated under
Letter of Offer and Acceptance [insert Case Designator] remains in the possession of the Government of [insert
Country].
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C3.2. MISSILE TECHNOLOGY CONTROL REGIME

C3.2.1. Missile Technology Control Regime (MTCR) Definition. The MTCR is an informal
international political arrangement designed to control the proliferation of rocket and unmanned
air vehicle (UAV) systems (and their associated equipment and technology) capable of
delivering weapons of mass destruction. It was formed in 1987 and currently includes 33
member countries. Regime controls are applicable to all items on the MTCR annex to include all
items listed in 22 CFR part 121.16 (reference (n)). The MTCR Annex Handbook is published by
the DoS (http://www.mtcr.info/).

C3.2.2. MTCR Screening Process. Although the regime is a political commitment rather
than a treaty with international legal obligation, many countries, including the United States,
have passed laws restricting the export of MTCR-controlled items (Arms Export Control Act
(AECA), Chapter 7 (reference (c))). The Department of State (DoS), the Department of
Commerce (DoC), and the Department of Defense all have a role in regulating the export of
MTCR-controlled items from the United States. The Department of Defense identifies MTCR-
controlled items that purchasers have requested via FMS.

C3.2.2.1. The System Program Office (SPO), Program Manager (PM), or equivalent
performs a technical review of each LOA, as early in the LOA development process as practical.
Possible MTCR-controlled items contained in the LOA or envisioned to be part of the associated
program are identified. To ensure technical reviews are standardized, reviewers must complete a
Defense Security Cooperation Agency (DSCA)-approved Missile Technology Proliferation
Course, or have equivalent experience in MTCR and Ballistic Missile Proliferation.
Implementing Agencies maintain a roster of personnel trained and/or knowledgeable on MTCR
controls.

C3.2.2.2. Implementing Agencies screen all LOAs for MTCR-controlled items. The
LOA transmittal memorandum to DSCA must contain a statement that a qualified individual
accomplished an MTCR review. If MTCR items ARE NOT identified in the review, this is
stated in the LOA transmittal memorandum. If MTCR-controlled items ARE identified in the
LOA, the following procedures are used.

C3.2.2.2.1. The reviewer transmits a list of the MTCR-controlled items to the
Implementing Agency MTCR point of contact (POC) at the earliest opportunity to ensure
minimal delays in the LOA processing time. This list includes: the case identifier; a general case
description identifying major associated systems; the Military Articles and Services List (MASL)
number of each MTCR-controlled item; the nomenclature of each item; and a detailed
description of each item including the manufacturer.

C3.2.2.2.2. The reviewer must report the compounds listed in Item 4 of the MTCR
Annex if they are to be exported in bulk as an input for a manufacturing process, or in any other
manner or form that might support the creation of a propellant for a missile or a UAV. However,
the reviewer is NOT to report Item 4 explosive compounds if they are molded or poured into a
form that precludes their use as rocket propellant (e.g., as a bursting, propelling, or gas-
generating charge in a shell, cartridge, squib, or actuator).

C3.2.2.2.3. The reviewer is NOT to report as a possible MTCR-controlled item any
common type munition fuse, even though all such fuses meet the criteria of Item 2.A.1.f. in the
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MTCR Annex (i.e., “weapon or warhead safing, arming, fusing and firing mechanisms...”). If
the fuse in question is an unusual type, a rough equivalent of which is not likely to be found in
most foreign arsenals, or if the fuse uses sophisticated means to determine burst height (e.g.,
radar), the reviewer should report it.

C3.2.2.2.4. The Implementing Agency MTCR POC verifies the list and forwards it
via memorandum to DSCA (Programs Directorate/Weapons Division). The memorandum
should be submitted electronically to mtcr@dsca.mil. The name, telephone and fax number, and
e-mail address of the Implementing Agency MTCR POC are included.

C3.2.2.2.5. DSCA (Programs Directorate/Weapons Division) reviews and forwards
the memorandum to the DoS, Deputy Director, Office of Chemical, Biological, and Missile
Threat Reduction, Bureau of International Security and Nonproliferation (ISN/MTR), for review
and approval.

C3.2.2.2.6. DoS (ISN/MTR) coordinates the possible transfer of the MTCR-
controlled items. This process is accomplished in advance of final LOA development to avoid
delays.

C3.3. COMMAND, CONTROL, COMMUNICATIONS, COMPUTER, INTELLIGENCE,
SURVEILLANCE AND RECONNAISSANCE (C4ISR)

C3.3.1. C4ISR Definition. C4ISR encompasses systems, procedures, and techniques used to
collect and disseminate information. It includes intelligence collection and dissemination
networks, command and control networks, and systems that provide the common operational/
tactical picture. It also includes information assurance products and services, as well as
communications standards that support the secure exchange of information by C4ISR systems.
Under the C4ISR umbrella, systems exchange digital, voice, and video data to appropriate levels
of command. The two key classified aspects of C4ISR systems are access to secure networks
controlled by Information Security (INFOSEC) products and services, and the classified data
resident in the C4ISR networks. See CJCSI 6510.06 (reference (ap)) for information on the
release of U.S. INFOSEC products (e.g., Communications Security (COMSEC), cryptographic
algorithms, cryptographic key material, security infrastructure, etc.) to foreign purchasers.
Transfers of U.S. C4ISR capabilities to countries and international organizations must support a
U.S. Combatant Commander’s (COCOM) interoperability requirements or otherwise clearly
benefit U.S. policy objectives (e.g., telemetry test data transmissions for FMS aircraft transfers).
A purchaser’s desire to be interoperable with the United States is insufficient justification for
release. Prior to physically receiving any U.S. INFOSEC products or services associated with a
secure C4ISR system, the purchaser must negotiate and sign a Communication Interoperability
and Security Memorandum of Agreement (CISMOA) or other INFOSEC agreement (e.g.,
COMSEC MOU, INFOSEC Equipment Agreement) with the COCOM. A purchaser must
obtain approval from the supporting COCOM for access to classified U.S. C4ISR and INFOSEC
prior to submitting a Letter of Request (LOR) for C4ISR. See Chapter 5 for more information on
processing LORs for C4ISR equipment and services. Pre-LOR coordination activities will take
place between the requesting foreign purchaser (via SCO in country or Embassy in U.S.) and
DSCA (Programs Directorate) (see section C3.3.4).

C3.3.2. C4ISR Release Process.
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C3.3.2.1. Release of Classified Military Information. Interoperable systems that
exchange classified military information are subject to a releasability review and approval as
defined in National Disclosure Policy (NDP-1). In addition to classified system hardware and
software information, all data flowing between foreign and secure U.S. C4ISR systems are
classified. Approvals for release of U.S. classified data flowing over secure coalition networks
are required before issuance of LOA and/or P&A data. (see section C3.6.).

C3.3.2.2. INFOSEC Release. The release process for INFOSEC products is defined in
CJCSI 6510.06 (reference (ap)). With two exceptions (see paragraph C3.3.2.3. and C3.3.2.4.
below) all INFOSEC releases to non-NATO (excluding Australia and New Zealand) nations are
limited to specific quantities in support of a specific interoperability requirement.

C3.3.2.3. Global Positioning System/Precise Positioning System (GPS/PPS) and
Identification Friend or Foe (IFF) Mode IV Releases. All INFOSEC products require release
before being offered on an FMS case. GPS/PPS and IFF Mode 1V releases are not tied to a
specific quantity or platform. Once these devices are approved for release, the purchaser may
obtain these products through National Security Agency-authorized channels.

C3.3.2.4. Bilateral INFOSEC Agreement Signature. A bilateral agreement (e.g.,
CISMOA or COMSEC MOU, INFOSEC Equipment Agreement) must be in place in order for a
purchaser to receive INFOSEC products or services associated with a C4ISR system.

C3.3.3. C4ISR Oversight/Steering Group. The C4ISR Oversight/Steering Group consists of
representatives from DSCA, OSD (NII), Chairman, Joint Chiefs of Staff, the COCOM,
Implementing Agencies, and NSA. C4ISR Oversight/Steering Group meetings, chaired by OSD
NII International Affairs, are called annually, or as needed, to address policy, operational, or
acquisition issues for Phases 1 and 2 C4ISR programs. This group gathers policy-related
information from implemented Phases 1 and 2 FMS cases to ensure current programs are in
compliance with existing policy or whether existing policy needs to be changed to address new
circumstances.

C3.3.4. C4ISR Responsibilities. Table C3.T4. lists organizations and their C4ISR
responsibilities.

Table C3.T4. C4ISR Responsibilities

Organization Responsibility
e Informs host country of the requirement for COCOM sponsorship of requests
for INFOSEC-enabled C4ISR systems

e Promotes the C4ISR three-phased approach (3PA)(see paragraph C3.3.5. for
Security Cooperation more information), to assist the country with planning and budgeting for secure
Organization interoperability with U.S. C4ISR systems and capabilities

e Coordinates pre-LOR C4ISR requirements with DSCA (Programs Directorate
through Operations Directorate)
Forwards LOR after pre-coordination to Implementing Agency
Signs bilateral CISMOA or other binding INFOSEC agreement
Coordinates with SCO on pre-LOR C4ISR requirements
Submits C4ISR LOR for each phase of the C4ISR 3PA to SCO who then
forwards to Implementing Agency that has been determined during the pre-LOR
consultations with DSCA

Purchaser
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Responsibility
Submits LOR for a dedicated INFOSEC facility, and staffing by two U.S.
accredited COMSEC custodians to Implementing Agency (see C3.3.5.)
Establishes interoperability requirement for specific C4ISR capabilities
requiring INFOSEC products and services
Initiates CJCSI 6510.06 (reference (ap)) INFOSEC release process
Participates in CONOPS development in Phase 1
Following delegation from the Chairman, Joint Chiefs of Staff, negotiates and
signs the CISMOA or other appropriate bilateral INFOSEC agreement
governing the transfer of INFOSEC products and services to non-NATO
(excluding Australia and New Zealand) nations
Serves as member of C4ISR Oversight/Steering Group
DSCA (Operations and Programs Directorate) reviews C4ISR pre-LOR
requirements in coordination with NSA and COCOM, and, as appropriate,
assigns the lead Implementing Agency
Monitors planning activities
Serves as Executive Secretary of the C4ISR Oversight/Steering Group
Provides input to and review of the C4ISR planning process and Phases 1 and 2
deliverables
Receive and review C4ISR LORs after pre-LOR review by DSCA
Obtain DSCA (Operations Directorate) approval before processing LOR
Obtain input and coordinate LOA Data with all activities participating in Phases
land 2
Generate Price and Availability (P&A) data and/or FMS case
Serve as members of the C4ISR Oversight/Steering Group
Identifies the appropriate INFOSEC solution to satisfy COCOM validated
interoperability requirements
Delegates authority through the Chairman, Joint Chiefs of Staff to the COCOM
to negotiate the COMSEC portion of the CISMOA, or to negotiate INFOSEC
Equipment Agreements
Generates FMS case for foreign purchase of U.S. INFOSEC products and
services; under limited circumstances, provides written authority to MILDEPS to
include specific INFOSEC products and services on Military Department FMS
cases (see National COMSEC Instruction (NACSI) 6001 (reference (am))
Serves as member of the C4ISR Oversight/Steering Group
Validates COCOM interoperability requirements associated with the requests
for U.S. INFOSEC products and services
Delegates final authority to COCOM to negotiate and conclude the CISMOA
Serves as member of the C4ISR Oversight/Steering Group

Provides input to and review of Phases 1 and 2 products
Chairs the C41SR Oversight/Steering Group

C3.3.5. C4ISR Planning Process - Three-Phased Approach (3PA). To the greatest extent

possible, C4ISR foreign requirements are addressed from a joint service perspective. Before a
C4ISR LOR is submitted, pre-coordination with DSCA (Operations and Programs Directorates),
the respective COCOM, potential Implementing Agencies, the SCO, and the foreign purchaser is
recommended. Through this pre-LOR coordination, DSCA determines whether the COCOM
supports the transfer, identifies releasability challenges, and designates the lead Implementing
Agency and, where applicable, supporting Implementing Agencies in advance of receiving the
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C4ISR LOR (see C5.1.4.3.5). DoD encourages the use of a 3PA to plan C4ISR programs, as
outlined below. Separate LORs are normally submitted for each individual phase of the 3PA.

C3.3.5.1. Phase 1. Before submitting an LOR for the acquisition of a C4ISR system,
purchasers are encouraged to submit an LOR for C4ISR planning that explores the intended
Concept of Operations (CONOPS) and develops an overarching C4ISR architecture that ensures
efficient, interoperable, and economical technical solutions that enhance interoperability with
U.S. forces. The deliverables of Phase 1 include a CONOPS, a risk assessment of the
purchaser’s current communications architecture, and development of a notional high-level
architecture based on both COCOM and purchaser requirements. If the purchaser opts not to
have an FMS case for C4ISR planning (e.g., Phase 1), then the FMS case to support the C4ISR
system sale should include provisions to address interoperability, CONOPS, and C4ISR
architecture development. The lead Implementing Agency, in concert with the supporting
Implementing Agencies, will present to the C4ISR Oversight/Steering Group the joint program
management concept for executing Phase 1 approximately 90 days after LOA signature.

C3.3.5.2. Phase 2. Phase 2 provides a Procurement Plan that is a “total package” of
options and recommendations with associated costs, schedules, and risk impacts to the purchaser.
It is generated within the purchaser’s budget and funding constraints, using performance
engineering assessments, and includes analysis of alternatives of select specific
hardware/software solutions, risk analyses and trade-offs, and infrastructural assessment. Other
tasks include definition of information exchange requirements, refinement of high-level
architecture, and initiation of C4ISR training. Due to the joint nature of these programs, DSCA
will assign a lead Implementing Agency to coordinate and integrate other Implementing Agency
input into the P&A data/FMS case. If required, the lead Implementing Agency, in concert with
the supporting Implementing Agencies, presents the Procurement Plan to the C4ISR
Oversight/Steering Group for review.

C3.3.5.3. Phase 3. Phase 3 implements the procurement strategy through FMS, direct
commercial sales (DCS), and/or cooperative programs. Implementing Agencies may only
execute sales of INFOSEC articles and related services for which NSA has provided written
FMS sales authority to the Implementing Agency, in accordance with NACSI 6001 (reference

(am)).

C3.3.6. INFOSEC LOAs. The Director, National Security Agency, (DIRNSA) is the
National Manager for INFOSEC products to include both external Communications Security
(COMSEC) equipment and embedded cryptographic modules. The Implementing Agency for
COMSEC and embedded cryptographic modules is determined by the Acquisition Manager of a
particular device. DIRNSA may allow some NSA managed INFOSEC materiel to be included
on other Implementing Agency managed LOASs due to urgent operational requirements, end of
fiscal year funding issues, etc. Requests for exceptions to allow NSA-managed INFOSEC
materiel on other Implementing Agency LOAs will not be granted due to the lack of an existing
NSA LOA or to avoid the Small Case Management Line. Special Purpose INFOSEC equipment
(“S” Type COMSEC) shall be provided to Non-NATO Nations on NSA-managed FMS cases
only. Requests to allow “S” Type COMSEC equipment on other Implementing Agency LOAS
will not be granted.
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C3.3.6.1. INFOSEC Validation/Authorization. All Implementing Agencies must request
DIRNSA determination as to whether INFOSEC equipment and embedded cryptographic
modules are releasable, and whether the releasable equipment/modules can be included on an
LOA written by an Implementing Agency other than NSA. DIRNSA authorization is required
even when the Implementing Agency is responsible for the acquisition of the INFOSEC
equipment and embedded cryptographic modules. Requests must include a copy of the
purchaser’s LOR, nomenclature of the INFOSEC and/or embedded cryptographic modules,
quantities, and identify the weapon system or platform in which the INFOSEC equipment will be
integrated. DIRNSA will provide a written response to the Implementing Agency within 30 days
of the request. Some responses may include special instructions for INFOSEC materiel that
requires special handling.

C3.3.6.2. Classification of INFOSEC. The association of a specific INFOSEC product
with a foreign government may be classified; however, classifying the entire FMS case will be
avoided, when possible. See Chapter 5, C5.4.11. for more information on classified FMS cases.

C3.3.7. INFOSEC Accounts, Facilities, and Custodians. C4ISR purchasers may be required
to establish a dedicated INFOSEC account and purchase an INFOSEC facility manned by two
U.S. accredited INFOSEC custodians. The COCOM, during the negotiation phase of the
CISMOA with the purchaser, determines if the INFOSEC account requirement applies to a
purchaser. NSA and the COCOM may assign additional duties to INFOSEC custodians.

C3.3.8. Electronic Warfare (EW) Systems and EW Integrated Reprogramming Database
EWIRDB

C3.3.8.1. Definition. EW Systems (e.g., radar warning receivers and jammers) are
designed to deny or counteract the enemy's use of electromagnetic (EM) emitters, e.g., radar,
communications, guidance, detection, and control devices. The sale of an EW capability involves
the transfer of the EW system hardware, firmware, and software. The software typically
includes a mission data file (MDF) or library which contains information/data related to EM
emitters. The EWIRDB is the primary DoD source for technical parametric performance data on
EM emitters and is used to program/reprogram the MDF to correctly identify emitters by their
EM characteristics. Prior to offering an LOA to the FMS customer that includes an EW system,
the FMS Implementing Agency must review all EW system components to verify the system, to
include the MDF, has been approved for release and certified in writing by the appropriate DoD
authorities (i.e. National Security Agency (NSA), National Air and Space Intelligence Center
(NASIC), Defense Intelligence Agency (DIA), and applicable program offices). If an EW
system is not certified in writing prior to sale, the FMS purchaser must be advised and the FMS
Implementing Agency must ensure a plan is in place to obtain data protection certification from
the NSA prior to delivery. Delivery cannot take place without this certification. An exception to
the data protection certification requirement is when the FMS customer uses its own technical
parametric performance data instead of DoD data.

C3.3.8.2. EMS EWIRDB Types. The FMS EWIRDB is used to create the MDF or
library for EW systems. There are two types of FMS EWIRDB, Direct and Indirect. A Direct
FMS EWIRDB is delivered directly to the FMS customer and provides data required for an In-
Country Reprogramming (ICR) capability for the EW system. An Indirect FMS EWIRDB is
delivered to the U.S. reprogramming facility that will develop the MDF for the requesting
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country’s EW system. Both Direct and Indirect EWIRDBs must go through the release
processes described below prior to the FMS sale.

C3.3.8.3. EW Release Process. An LOR advisory should be issued to NSA and the
applicable MILDEPs by DSCA (Operations Directorate) when an LOR is received for an EW
system that will be used on a country’s weapon system for the first time. This advisory will
notify the EW community of the pending request so that the evaluation process can begin. It is
critical that the evaluation process be initiated as soon as possible due to the amount of time
required to complete the process.

C3.3.8.4. Release of Classified Military Information. EW systems that use classified
military information are subject to a releasability review and approval as defined in the National
Disclosure Policy (NDP-1). In addition to possible classified system hardware and software, the
system MDF may include classified data. Approvals for release of U.S. classified data are
required before an LOA can be offered to a purchaser.

C3.3.8.5. EW System Requirements. All U.S. origin systems that are being considered
for export require NSA Data Protection Certification prior to handling classified data. In
addition, Anti-Tamper (AT) review by the DoD AT Executive Agent (ATEA) is required as
noted in C3.4. of the SAMM. It is the responsibility of the Implementing Agency (1A) and the
vendor to ensure the system is NSA certified prior to loading classified information. A copy of
the accreditation should be provided to DSCA (Programs Directorate) by the IA. During LOA
development, the 1A should identify a plan that incorporates all the required acquisition
milestones. Such a plan will ensure delivery of a weapon system platform that provides all the
required capabilities, to include EW. The IA should also incorporate any leadtime or costs into
the FMS LOA required for NSA certification, in the event an EW system is offered but not yet
certified.

C3.3.8.6. EMS EWIRDB Release in Principle. Prior to offering an LOA for FMS
EWIRDB support, there must be an approved and valid Release in Principle (RIP) in place for
the use of the Direct or Indirect FMS EWIRDB. The FMS EWIRDB RIP is issued by NSA for a
particular country on a specific weapon system platform, and is not related to a COMSEC RIP.
Once the 1A Program Office or vendor determines there is an FMS EWIRDB requirement, a
request for a RIP should be submitted to the appropriate IA EW point of contact listed in Table
C3.T5. The IA will designate a point of contact for receipt of these requirements to ensure
consistency in the submissions to the DoD authorities. The request for a RIP will be submitted
to the DoD disclosure authorities (Table C3.T5.). At a minimum, these requests will identify the
requesting country, platform, type of database (Direct/Indirect) and EW system nomenclature, if
known. Once the RIP is granted, an LOA for FMS EWIRDB support can be offered to the
purchaser. The IA should enter comments in DSAMS case remarks stating that an EW RIP has
been granted, citing the approving agency, date of grant, and point of contact.

C3.3.8.7. EMS EWIRDB Release in Specific. Upon acceptance by the customer of an
LOA for an EW system with FMS EWIRDB support, the IA EW point of contact will coordinate
with the country to determine the desired data to be incorporated into the FMS EWIRDB. This
information, along with the identified recipient country, platform, type of database
(Direct/Indirect) and EW system will be used by the EW points of contact at the applicable 1A to
develop a request for a Release in Specific (RIS). The RIS will be submitted to the DoD
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disclosure authorities for approval. If approved, the RIS will authorize the EWIRDB executive
agent, the National Air and Space Intellig